MWUHUCTEPCTBO OBPA30BAHUA U HAYKU POCCUNCKOWN ®EOEPALUU
MMCbMO
ot 14 masn 2018 roga Ne 08-1184

O HanpaBneHun nHcpopmauum

[enapTameHT rocygapcTBeHHOW NONUTUKM B cdoepe obLiero obpasosaHms MuHoGpHaykm Poccum HanpaensieT
Ans ceegeHus paspaboTtaHHble BpemeHHon komuccnein Coeta Pegepauum no pasBuTUO MHGPOPMaLMOHHOTO
oblecTBa MeTOAMYECKME PEKOMEHZAUMAN O pasMELLEHUN HA MHAOPMALMOHHBLIX CTeHAaX, oduuManbHbIX
WHTEpHEeT-canTax u Apyrnx MHGPOPMaLMOHHBLIX pecypcax obLlieobpasoBaTteribHbIX OpraHM3auun M opraHos,
OCYLLECTBNALWNX YynpaBneHve B cdepe o06pasoBaHus, WHpopmaumm o 6e3onacHOM MoBeAeHUN W
ucnonb3oBaHum cetn «MHTepHeT».

OupekTop denaptameHTta
A.E. MNeTpos

MeToanyeckue pekomeHaauum
O pa3MeLlleHMn Ha MHPOPMaALMOHHBLIX CTeHAaX, opuLManbHbIX UHTEPHET-
cavTax u Apyrmx MuHcopmMaLMOHHbIX pecypcax obueobpa3oBaTesibHbIX
opraHuM3auun 1 opraHoB, OCYLLECTBISIOLWKNX ynpaBneHue B cdepe
obpasoBaHuA, UH(popMaLumu o 6e3onacHOM NoBeAeHUU U UCNOJNb30BaHUN
cetn «MHTepHeT»

Okcneptamm M udneHamu BpemeHHol komuccum Coseta Pegepaumm no passuTUo  MHGOOPMAaLMOHHOIO
oblecTBa B paMKax BbIMNONMHEHUA pekoMeHAauun napnaMeHTCKUX ChnywaHui «AKTyanbHble BOMPOCHI
obecneveHuss 6e30NacHOCTU M pas3BUTUA JeTell B MHEOPMALMOHHOM MPOCTPAHCTBEY, KOTOpble NpoLv B
Cosete ®epnepaumm 17 anpensa 2017 r., 6binm paspaboTaHbl MeTOAMYECKME PEKOMEHOALUN O pa3MELLEHUN Ha
WH(POPMAaLMOHHBIX CTeHdax, oduunanbHbIX WHTEpHET-canTax W  ApYrux WHAOPMAUMOHHBLIX pecypcax
o6Lieobpa3oBaTenbHbIX OpraHvM3auMi M OpraHoB, OCYLUECTBMSKLWMX YrnpaBrneHue B cdepe obpasoBaHus,
uHdopmauun o 6GesonacHoM nosBedeHUM W ucrnonb3oBaHuW cetn «MHTepHeT» (Qanee - meToaudeckue
pekoMeHgaumm).

MeTognyeckme pekoMeHOauMuM HanpaBfeHbl Ha KayeCTBEHHOE MOBbILLEHNE YPOBHSA WHEOPMAaLMOHHOWN
AeaTenbHOCTU obLlieobpa3oBaTenibHbIX OpraHM3auMii U OpraHoB, OCYLLECTBMSIOWMX YynpaeneHve B cdepe
00pas3oBaHnsi, B 4YacTM WHMOPMMPOBAHUS YyYaluUXCsl, WX poauTenen (3akoHHbIX MpeacTaButenen) wu
negarormyeckmx paboTHNKOB 06 OCHOBHbIX acrnekTax MHopMaunoHHOM 6e30nacHOCTM!.

MeToanyeckne  pekomeHgaumm — Mo3BONAT  obuwieobpasoBaTenibHbIM — OpraHM3auusiM U opraHam,
OCYLUECTBNSAOWMM yrnpaBneHne B cdepe obpasoBaHMs, akTyanusamMpoBaTb YK€ UCMOofb3yeMble WU
pasMeLLeHHble MH(OPMALIMOHHbIE MaTepuarbl, TaKk U NOArOTOBUTb MX B CIlydae WX OTCYTCTBUSI C y4ETOM
NyYLIMX NPaKTUK N peKOMeHaaLmnn.

B pamkax meTognyecknx pekoMeHgaLmm paccMaTpuBatoTCs Crieayowme NHCTPYMEHTbI:

1. NHbOpMaALMOHHbIE CTEHAbI;

2. obmumanbHble MHTEPHET-PECypPChl;

3. cpefcTBa MaccoBoW MHGOPMaLUn (LLIKOSbHbIE ra3eTbl, Nefarornyeckue n3gaHus n gpyrue).

WHdopmaumoHHble cTeHabl Ha uHdopmaunoHHbIX CcTeHdax B obweobpasoBaTenbHbIX OpraHusaumsx,
pacnonoXeHHbIX B hoe ydpexaeHun U B KabuHeTax, OCHALLEHHbIX NepcoHarnbHbIMU YCTPOMUCTBAMU ANs
Bblxo4a B ceTb «VIHTepHeT», peKkoMeHOyeTCH pas3MecTUTb WHAOPMaUMOHHbIE MaMATKW, coAepXaline
OCHOBHbIe COBeTbl N0 o6ecneveHnto MHPOPMAaLIMOHHON 6e30MacHOCTY yyYaLLuxcs.

B npunoXxeHun Ne1 Kk meToaUYECKNM pekomMeHaaunamMm npenctaBlieH o6pa3eu, namMATKM Ona pasMelleHna Ha
MHdJOpMaLI,VIOHHbIX cTeHaax.

Cpeactea  MaccoBoW  MHgopmaumum B cpedctBax MaccoBoW  MHGOPMALMKM, OPUEHTUPOBAHHLIX — Ha
obyyaloLlwumxcsi, pekoMeHOyeTCsl B TeYeHun y4yeGHOro roga perynsipHo ny6nukoBaTb MHGOPMaLMOHHbIE
maTepuarsbl, MOCBALLEHHblE OTAENbHbIM acrnekTam MHGOPMaLMOHHON GesonacHoCTW, a Takke pasnuyHble
namsTkn obLLero xapaktepa.



B cpeaoctBax maccoBon MHGOPMaLUW, OPUEHTMPOBAHHbLIX Ha Medarorndeckyld  obLLEeCTBEHHOCTb,
peKkoMeHOyeTCA B TeYEeHUU KaneHaapHoro roga perynspHo nybnukoBaTb WHEOPMALMOHHbLIE MaTepuansl,
NoOCBSILLEHHblE OTAENbHLIM acnekram WHMOPMauNOHHOW 6e30MacHOCTN Kak HEeCOBEepLUEHHONETHUX, Tak W
obLeobpa3oBaTenbHbIX OpraHMsauuni, a Takke pasnuuHble namMaTku, 0630pbl HOPMAaTMBHO-MPAaBOBOrO
perynvpoBaHusa AaHHOW cdepbl U MHAOPMaLMIO O akTyarbHbIX MEPOMPUSATUSIX U CODBITUSIX B AaHHOW cdepe.

B xope npoBeneHusi EgnHoro ypoka no 6esonacHocTn B cetu «MHTepHeT» pekomMeHayeTcsi obecneyunTb
BbINYCK TEMATMYECKOro BbiNycka cpeacTBa MaccoBon nHdopmauun nnbo cepumn nybnukaumm, cpegn KoTopbix
paccMOTpeTb  OpraHM3OBaHHblE  MeEPOMNpUATMS  Ans  obydawlmxcs, WX  poauTenen  (3aKOHHbIX
npeacTaBuTeNeEn) 1 negarormyeckon obLLEeCTBEHHOCTH.

OdmumnaneHble WHTepHeT-pecypcbl  OOweobpa3oBaTenbHbIM  OpraHM3aunsM pPeKOMeHAYeTCa Ha CBOMUX
oduumanbHbIxX MHTepHeT-pecypcax obecneunTb PYHKLMOHMpPOBaHMe CaMOCTOSATENbHOro n
cneumanuanpoBaHHoro pasgen «VHdopmMaumoHHass 6e3onacHOCTb», B pamkKax KOTOPOro npegycMoTpeTb
pasMelleHne crieaytoLlen Hopmaumu:

®dopmar
Ne Pazpen/nogpasgen npeacTaBneHus CopepxxaHue matepuanoB
MaTepuanos

1. | JlokanbHble HopmaTuBHble | Konuun LOOKYMEHTOB B Paamelatotcs konuu OOKYMEHTOB, T.e. CKaHMpPOBaHHbIN

aKkTbl B chepe obecneveHus | dpopmarte *PDF BapuaHT [JOKyMeHTa, COOTBETCTBYIOLLIMI TpeboBaHUSM K
NHOPMaLMOHHOM napameTpaMm ckaHupoBaHusi. PasmellaloTcst JOKYMEHTHI,
Ge3onacHocTM pernaMmeHTpylole  opraHusaumMio  u - paboty c
obGyyaLumoLmxcs NnepcoHanbHbIMW  AaHHbIMW, TMNaHbl MepOonpUSTUA  No

obecneyeHunto MHOPMaLMOHHON 6e3onacHoCTH

obyyatomxca v gpyruve.

2. | HopmatueHoe Konun pokymeHToB B | MyGnukyoTcs akTyanbHble cBefeHus 06 deaepanbHbIxX U
perynupoBaHue dopmarte *PDF pernoHanbHbIX 3akoHax, MWCbMax OpraHoB BRacTn WU
apyrve HOPMaTUBHO-NPaBOBbLIE LOKYMEHTB!,

pernameHTVpylowmne oGecrneyeHne UHHOPMALMOHHOW
fesonacHoCT  HecoBeplueHHoneTHUX.  [onyckaeTtcs
BMECTO  KOMUA  pasMellaTb  [WMNEepPCCbIKM  Ha
COOTBETCTBYIOLUME [OKYMEHTbI Ha calTax oOpraHos
rocyapCTBEHHO BMacTy.

3. | Meparornyeckum TekcT Ha cTpaHuue | Pasmelyatotcs MeToOMYeCKME  peKkoMeHJauum U1
paboTHMKam canta Konuu | yka3eiBaeTcst nHopmaums o MeponpuaTusax, NpoekTax u
OOKYMEHTOB B | nporpammax, HanpaBneHHbIX Ha NnoBbILLEHNE
dopmate *PDF VMH(OPMaLMOHHON rpamoTHOCTH nefarorm4yecknx

paboTHUKOB.
4. | Obyyatowmmces TekcT Ha cTpaHuue | Pasmelaetcs MHopmaLmoHHas namsaTka (NpunoxeHune
canTta Ne2) n ykasbiBaeTca WHGOPMAUUS O MepOnpUATUSIX,

npoekTax 1 nporpaMmmax, HanpaBneHHbIX Ha NOBbILLIEHNE
MHPOPMaLIMOHHON rPaMOTHOCTM 0ByyYaroLLmUXCs.

5. | Pogntensam (3aKoHHbIM | TekcT Ha cTpaHuue | PasmellaeTtca MHOpPMaUMOHHaa namsaTka (npunoxeHue
npeacTaBUTensam) canta Ne3).
obyyaromxcs

6. | OeTckue 6e3onacHble canTbl | TeKkCT Ha cTpaHuue | Pasvellaetca  uHpopMaumss O  pPeKOMEHOYeMbIX K
canTta ucrnonb3oBaHWi B y4ebHOM npouecce GesonacHbIX
cavitax, baHHepbl 6e30MacHbIX 4ETCKUX CalTOB.

OpraHam, OCyLlecTBISIIOWUM yrpaBreHne B cepe obpa3oBaHusi, peKOMEHOYETCS Ha CBOUX OduLMaAnbHbIX
MHTepHeT-pecypcax obecneunTb (OYHKLUMOHMPOBAHME CaMOCTOATENBHOMO U CreuManvM3MpoBaHHOrO pasgen
«MHopmaumoHHaa 6e3onacHOCTb», B pamMKax KOTOpPOro MpedycMOTpeTb pasMeLleHue  crneaytoei
MHdopMaunmn:;

MpunoxeHue Ne1




MamaTtka
ana oby4yarowmxca o6 nHpopmaumoHHon 6e3onacHoOCTU aeTen
HENb34

1. Bcem nogpsg coobuiatb CBOK YacTHYK WHopmauuio (Hactosiwme ums, hammnmio, TenedoH, agpec,
HOMep LUKOfbI, a Takke doTorpadum CBOU, CBOEW CEMbM 1 OpY3eNn);

2. OTKpbIBaTb BNOXEHHbIE Dansbl 3MEKTPOHHOW NOYThI, KOr4a He 3Haellb OTNpaBUTeNS;
3. MpybuTtb, NpuanpaTbCs, oKkasbliBaTb AaBMeHNe — BECTU cebs HEBEXIMBO U arpeCCUBHO;
4. He pacnopsxancsa aeHbramm TBoen cembu 6e3 paspeLleHns cTaplumx - Bcerga cnpaiwumsaim pogutenen;

5. He BCTpe‘-IaVICﬂ C MHTepHeT-3HaKOMbIMI/I B peaanoﬁ XU3HN - I'IOCOBeTyVICH CO B3pOCIibIM, KOTOpPOMY
noBepsdellb.

OCTOPOXHO

1. He Bce nuwyT npaay. YnTtaews o cebe HenpaBay B MIHTepHeTe — coobLim 06 3TOM CBOMM pPOAUTENSIM MK
onekyHawm;

2. MpurnawatoT nepenuncbiBaTbCs, UrpaTb, 0OMEHMBATLCS - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konvpoBaHue dannos B IHTEpHETE - BOPOBCTBO;
4. Bcerpa pacckasbiBay B3pOCIbIM 0 Npobnemax B CeTU - OHU BCerga nomoryr;

5. Ncnonb3yi HacTponkn 6e30nMacHOCTU M MPUBATHOCTU, YTOObI HE MOTEPATbL CBOWM aKKayHTbl B COLICETAX U
Apyrnx nopranax.

MO>XHO

1. YBaxan gpyrux nonb3oBaTtenewu;

2. Monbk3ayelwbcs VIHTEpHET-UCTOYHMKOM - Aenal CCbIfKy Ha Hero;

3. OTKpbIBa TOMbKO T€ CChISIKN, B KOTOPbIX YBEPEH;

4. O6LaTbCs 3a NOMOLLBIO B3POCIbIM - POAUTENM, ONEKYHbI N aAMUHUCTPaLMA CalnToOB BCeraa nomoryT;
5. Mporian obyyeHne Ha canTte «CeTeBMYOK» 1 NOMYYM NacnopT LMdpOBOro rpaxgaHuHal

MpunoxeHune Ne 2

MHdopmaumoHHas namsaTka ana odby4varowmxca Aona pasMeLlleHus Ha
odmumanbHbix UHTEpHET-pecypcax

C kaxablM rogoM MOSOAEXW B MHTEPHETE CTaHOBUTLCA Oonblue, a LUKOMBbHUKA OOHU U3 CaMbIX aKTUBHbIX
nono3oBatenen PyHeTta. Mexay TemM, NOMUMO OFPOMHOrO KOfM4yecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 9Ta NnamMsTKa A0MKHa NOMoYb Tebe 6e30MacHO HaXxoaAnUTLCS B CETU.

KomnbioTepHble BUPYChI

KoMnbloTEpHBIN BUPYC - 3TO Pa3HOBMOHOCTb KOMMbIOTEPHbLIX MNPOrpamMm, OTMAMYMTENbHOW OCOBEHHOCTbLIO
KOTOPOM ABMSETCS CMOCOOHOCTb K pa3MHOXEHWO. B gononHeHwe k 3TOMy, BUPYCbl MOTYT MOBPEAUTb WU
MOMHOCTBI0 YHUYTOXMUTb BCE (painbl U AaHHbIE, NOOKOHTPOMbHbIE MOMb30BaTENO, OT UMEHU KOTOoporo Bbina
3anyleHa 3apaxeHHas nporpaMma, a Takke MOBPeAuTb UMK AaXe YHUHYTOXWTb OMEepaLMoOHHYK CUCTEMY CO
BCeMu charinamu B Lenom. B 6onblUMHCTBE CriydaeB pacnpoCTPaHSATCS BUPYChl Yepe3 MHTEPHET.

MeTogb! 3awmThbl OT BPeaOHOCHbIX nporpamMmm:

1. |/|CI'IOJ'Ib3yl7I COBpeMeHHble onepaunoHHble CUCTEMbI, UMerLne Cepbé3HbIl7I ypOBE€Hb 3aliunTbl OT
BPeAOHOCHbIX NporpamMmm;

2. MocTosiHHO ycTaHaBnuBaii navty (UUdpoBble 3annaTku, KOTOpble aBTOMATMYECKU YCTaHaBMMBAKOTCA C
Lenbio gopabTku nNporpammel) U Apyriue o6HOBMEHMS! CBOE OnepauMoHHOM cucteMbl. CkaunBai MX TOMbKO C
oduLmanbHoro caita paspabotunka OC. Ecnu cylecTByeT pexum aBToOMaTUYecKoro OGHOBMEHUs, BKIOYM
ero;



3. PaboTtain Ha cBoem KOMMNblOTEPE No4 npaBaMu nosrib3oBaTenid, a He aaMUHUCTpaTopa. OTO He no3BonuT
6OJ'IbLLIVIHCTBy BPeAOHOCHbIX nMporpamMm MHCTannmpoBaTbCA Ha TBOEM NepCOHallbHOM KOMIMbHOTEPE;

4. Ncnonb3y aHTUBMPYCHbIE NPOrpaMMHble MNPOAYKTbl W3BECTHLIX MNPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6as;

5. OrpaHuyb U3NYECKnii JOCTYM K KOMMbIOTEPY AN NOCTOPOHHMX UL

6. Micnonb3yi BHeLWHWe HocuTenn nHdopmauun, Takme Kak dneluka, AMCK nnu ann u3 MHTepHeTa, TOMNbKO U3
npodepeHHbIX UCTOYHUKOB;

7. He oTkpbIiBan KomnbloTEPHbIE dalnbl, NONyYeHHbIE N3 HEHAAEXHBIX UCTOYHUKOB. [axe Te aninbl, KoTopble
npvcnan TBoW 3HaKoMbIN. Jly4ylle yTOYHU y Hero, oTNpaBnsis Nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BuO nepegadn OaHHbIX, HE TexHonorusi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roagy
HugepnaHackasi komnaHus 3apermctpupoana 6peHg « WECAy, uyto ob6o3Havano crnioeocoyeTaHne «Wireless
Fidelity», koTOpbIN NepeBoanTCA Kak «6eCnpoBOAHASA TOYHOCTbY.

[o Hawero BpemeHu pJowna gpyrasd abbpeBuatypa, KOTopas SBMSIETCA TakoW XKe TexHonoruen. 31O
abbpesunatypa «Wi-Fi». Takoe Ha3BaHne ObINO AaHO C HAMEKOM Ha CTaHOApPT BbICLIMIA 3BYKOBOW TeXHMKN Hi-
Fi, 4To B nepeBoae 03Ha4YaeT «BbICOKAsk TOYHOCTbY.

[a, becnnaTtHblli MHTEPHET-AOCTYN B Kadhe, OTENsAX M asponopTax ABMASAETCs OTINYHON BO3MOXHOCTbIO Bbixoaa
B MHTepHeT. Ho MHorme akcnepTbl cunTatoT, 4Tto obuwenoctynHele Wi-Fi ceTn He siBnsAoTcs 6e3onacHbIMM.

CoseTbl No 6e3onacHocTn paboTe B 06LWwenocTynHbIX ceTsax Wi-fi:

1. He nepepaBaii cBol nuuHyto wuHdopMauuo uyepes obuwepocTtynHble Wi-Ficetn. Pabotass B HMX,
XenaTenbHO He BBOAUTb Naponu A40CTyNa, NOTMHbI U Kakne-To HOMepa;

2. icnonb3yn 1 o6HOBMSIN aHTMBUPYCHbIE NporpaMmbl u 6paHamayep. Tem cambiMm Tbl 06e3onacub cebs oT
3aKauyku BUpYyca Ha TBOe YCTPONCTBO;

3. MNpwu ucnonbsoBanmnm Wi-Fi oTkntoum pyHkumio «O6wmm goctyn K parnam n npuHtepam». [aHHasa dyHKUMS
3aKpbITa MO YMOMYaHUIO, OLHAKO HEKOTOPbIE NOMb30BATENM aKTUBMPYIOT €€ Ansa yaobcTBa MCnonb30BaHNs B
paboTe nnu y4ebe;

4. He ucnonb3yn nybnuunbin WI-FI ona nepegaym nNUYHbIX OaHHbIX, HAaNpUMep Ans BbIXO4a B couMarnbHble
CeTU UINN B 3NEKTPOHHYIO MOYTY;

5. inonb3yw Tonbko 3awmiieHHoe coeguHenne Yepes HTTPS, a He HTTP, 1.e. npu Habope Beb-agpeca BBoan
UMEHHO «https://»;

6. B mobunbHom TenedoHe oTknoun yHkumio «lMogkniovene k Wi-Fi aBTomatuueckm». He ponyckan
aBTOMATMYECKOro NOAKIMIOYEHNs ycTporicTea k ceTam Wi-Fi 6e3 TBoero cornacusi.

CoupnanbHble cetu

CouparnbHble CETM aKTMBHO BXOAAT B Hawly >XW3Hb, MHOrue niogun pa60Tar0T N XnBYT TaM NOCTOAHHO, a B
Facebook yXe 3apermctpuposaH Munnnap 4enoBek, 4YTo ABNAeTCcA OZIHOW CeabMOWN BCEX XUTerneun nnaHeTsbl.
MHorne nomnb3oBaTtenu He MOHMMAIOT, YTO vmcbopmal_wm, pasmelleHHaa MU B couuarnbHbIX CEeTAX, MOXeT
ObITb HageHa 1 UCMoNb30BaHa KeM yrogHo, B TOM 4ucne He ob6si3aTenbHo ¢ Gnarnmm HamMepeHunsamMun.

OcHoBHble coBeTbl N0 6e30MacHOCTU B COLMAnbHbIX CETSX:
1. OrpaHuyb cnucok Apy3en. Y 1ebs B Apy3bsix HE AOMKHO ObITb CMyYarHbIX U HE3HAKOMbIX JIIOAEN;

2. 3awmuwan cBol 4acCTHYK XWU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro pPOXAEHUS U
OPYryI0 NUYHY MHGOPMaLNI0. 3MoyMbILLNEHHMKN MOMYT UCMOMNb30BaTh Aaxe WH(OopMaLmMio O TOM, Kak Tbl U
TBOW pOANTENMN NINAHNPYETE NPOBECTU KAHWUKYIbI;

3. Bawmwianm cBoK penyTauuio - AEpPXK ee B YMCTOTe U 3adaBan cebe Bonpoc: xoten 6bl Thbl, YTOOLI Apyrue
nonb3oBaTeNn BuAENW, YTO Tbl 3arpyxaewb? lMogyman, npexge 4Yem 4To-TO onybnukoBaTb, Hanucatb U
3arpyauThb;

4. Ecnn Thbl roBopuilb C NiOAbMU, KOTOPbIX HE 3Haellb, HE VICI'IOJ'Ib3yl7I CBO€ pealibHOEe UMA U OPYry JINYHYHO
VIHQJOpMaU,VIVIZ nMvAa, MECTO XUTelnbCTBa, MEeCTO yqe6b| n npoyee;



5. MN3beran pa3smelyeHusa dotorpaduii B VIHTepHeTe, rae Tbl u3obpaxeH Ha MECTHOCTM, NO KOTOPOW MOXHO
onpeaennTb TBOE MECTOMOMNOXEHUE;

6. MNpu perncTpaunm B coumanbHOn ceTn HeobxoanMo UCMONb30BaTh CrOXHbIE Naponu, cocTosLmne n3 yks un
LUMp U1 C KONNYECTBOM 3HAKOB HEe MeHee 8;

7. Ansa coumnanbHOM ceTun, NOYTbl U OPYrMX CanToB HeobXxooMMOo MCMoNnb3oBaTh pasHble naponu. Toraa ecnu
Tebs B3NOMaoT, TO 3M0YMbILLNIEHHUKM NONyYaT AOCTYN TOMLKO K O4HOMY MECTY, a He BO BCce cpaay.

3]'IeKTpOHHbIe AeHbrn

SJ'IeKTDOHHbIe OEeHbI'm — 3TO OY€eHb y)J,O6HbIl7I crnocob nnaTtexen, ogHaKo CylleCTBYKOT MOLUEeHHUKN, KOTOpPbIe
XOTAT NONYYUTb 3TU OEHbIN.

SﬂeKTDOHHbIe AEHbrn noABUIINCb coBCeM HeaBHO U MMEHHO M3-3a 3TOro BO MHOIMMX rocygapctBax o Cux nop
He nponncaHo Npo HUX B 3aKOHaXxX.

B Poccuu e oHu (*)yHKLI,VIOHVIpyPOT N O HUX y>i<e nponuncaHo B 3aKoHe, rae nx pasaendrT Ha HECKONbKO BMOOB -
AHOHMMHbIE U HE aHOHMMHbIe. PasHuua B TOM, YTO aHOHVMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcs NpoBoAnTb
onepauunun 663 VIJJ,eHTI/ICbVIKaLI,I/IVI nonb3oBaTtend, a B HeaHOHUMHbIX I/IJJ,eHTI/ICbVIKaLI,VIVI nonb3oBaTend ABNAeTCA
obsaszaTenbHON.

Tarke creayeT pasnuyaTb 3MEKTPOHHble MaTHble [OeHbrM (pPaBHbl FOCYAAPCTBEHHbIM BanTam) U
3MEKTPOHHbIE HedMaTHbIE AeHbM (HEe paBHbI FOCYAAPCTBEHHbLIM BantoTam).

OcHoBHble coBeTbl No 6e3onacHomn pa60Te C 3NMEeKTPOHHbIMU OeHbraMu:

1. MNpuBsXKn K cyeTy MOBUNbHLIN TenedoH. ATo cambii YA06HbIN 1 BbICTPLIN cNocob BOCCTaHOBUTL A4OCTYN K
cyety. NpuBs3aHHbIA TenedoH NOMOXET, ecnu 3abyaellb CBOM NMaTeXHbIA Naporb UMK 3angellb Ha cawT C
HE3HaKoOMOro yCTPOWCTBa;

2. Wcnonb3yih ogHopasoBble naponu. Nocne nepexoda Ha ycuneHHyl aBTopusauuo Tebe yxe He byget
yrpoxaTb ONaCHOCTb KpaXu Ui nepexesaTta nnaTeXXHoro napornd,;

3. Bbibepu cnoxHbin naponb. MNpecTtynHukam OyaeT He NpoCTo yragaTtb COXHbIA naponb. HagexHblie naponm
— 3TO Maponu, KoTopble cogepxaT He MeHee 8 3HaKOB W BKMOYaloT B cebsa CTpoYHble U NponuncHble BykBbl,
LMdpbl 1 HECKONBKO CMMBOJIOB, Takue Kak 3Hak gonnapa, pyHTa, BocknuuaTtenbHbId 3HaK 1 T.n. Hanpumep,
StRONg!;;

4. He BBOOM CBOM NNYHbIE JaHHbIE HA canTax, KOTOPbIM HE JOBEPSAELLb.
OneKTpoHHad NoHTa

OneKTpoHHas novta — 3TO TEeXHOSorMs U NpPefdoCTaBnsieMble € YCNyrn Mo Mepecbiyike M MOoNyYeHUto
SMNEKTPOHHBLIX COOOLLEHMI, KOTOpble pacnpenensioTcs B KOMMbOTEPHON ceTU. OBbIMHO 3MEKTPOHHbIN
MOYTOBLIN ALWMK BbITMSANUT CleayowmMM 06pas3omM: MMs_Nonb3oBaTensa@uMs_aoMeHa. Takke Kpome nepeaayn
NPOCTOro TEKCTa, MMeeTCsl BO3MOXHOCTb NepeaasaTh daisbl.

OcHOBHble cOBeTbI N0 6e3onacHo paboTe C 3NEKTPOHHOW NOYTOMN:

1. Hago BbIGpaTth NpaBuUnbHbIA NOYTOBLINA CEPBUC. B MHTEPHETE €CTb OrpOMHEIN BIGOP GecnnaTHbIX NOYTOBbLIX
CepBUCOB, OAHAKO Ny4lle AOBEPATb TEM, KOro 3Haellb U KTO NepPBbIN B PENTUHTE;

2. He ykasbiBah B JIMYHOM MoYTE JMYHYKO  MHGopmaumio. Hanpumep, nydwe  BbibpaTtb
«My3blKanbHbIi_aHat@» nnmn «pok2013» BmecTo «Temal3»;

3. Vicnonb3yit AByxaTanHyo aBTopusauunio. 3To Korga noMMMo Naporist HYXKHO BBOAWUTb KOA, NpUCkINaemblii no
SMS;

4. Bbibepu crnoxHbii napornb. [0na Kaxgoro noyYToBOro siluka AofmkeH ObiTb CBOWM HAAEXHbIW, YCTONYMBBLIN K
B3/10MYy Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOM NIUYHbLIA BONPOC, MCNOSb3Y 3TY BO3MOXHOCTb;

6. Ncnonb3ayit HeCKOMNbKO MOYTOBLIX ALMKOB. MepBblit AN YacTHOW Nepenucky ¢ agpecatamu, KOTOpbIM Tbl
AoBepsiellb. TO SMEKTPOHHBIA aapec He Hao UCMOoNb30BaTh NpY PerrucTpaunmn Ha opymax u canTax;

7. He oTkpbiBan annbl U apyrne BrOXeHMs1 B MMCbMax La)ke eCNU OHW NPULINAM OT TBOMX Apy3ew. Jlydwe
YTOYHU Yy HWUX, OTNPaBNSany N oHn Tebe atn cannsl;



8. MNocne okoH4YaHUsA paboTbl HA MOYTOBOM CEpPBUCE Mepes 3aKpbiTUEM BKMaAKM C CauTOM He 3abyab HaxaTb
Ha «BbInTu».

KnbepbynnuHr nnmn BupTyanbHoOe n3geBaTenbCTBO

KnbepbynnuHr — npecrnenoBaHne coobGLLIEHMSMU, codepXaliuMn ockopbreHus, arpeccuto, sanyrvBaHue;
XYNUraHCTBO; coLunanbHoe GOMKOTMPOBaHWE C MOMOLLbIO Pa3NMYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnuHrom:

1. He Gpocaiica B 6oi. Jlyywmin cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €Criv HET TOro, K KOMY MOXHO
0bpaTuTbCs, TO BHa4arne ycrnokouTbcsl. Ecnv Tbl HauHelb OTBeYaTb OCKOPONeHusiIMM Ha ockopbreHus, To
TOnNbKO elle 6onblie pasoXkellb KOHMIUNKT;

2. Ynpasnsu cBoen knbeppenytauue;
3. AHOHUMHOCTb B ceTM MHMMas. CyLecTBYOT CNocobbl BbISCHUTB, KTO CTOMT 32 @HOHUMHbLIM aKKayHTOM;

4. He cTouT BeCTM XynuraHckuii obpas BMpTyanbHOW Xu3HW. VIHTepHeT dukcmpyeT BCe TBOW AENCTBUS U
COXpaHsieT nx. YoanuTb ux 0yaeT kpariHe 3aTpyaHUTENBHO;

5. Cobntogan cBon BUPTYanbHYH YECTb CMOSOAY;

6. UrHopupyh eaumHunyHbin HeratwB. OpgHOpasoBble OCKOpPOMTENbHbIE COOOLEHUS nydlle WMrHopupoBaThb.
OO6bIYHO arpeccusi NpekpaLlaeTcsi Ha Ha4yanbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNAMKN, B cCOLManbHbIX CETAX €CTb
BO3MOXHOCTb 6]'IOKVIpOBKVI oTnpaBkn coobLeHnn ¢ onpeneneHHbIX aapecos;

8. Ecnu Tbl cBMaeTens knbepbynnuHra. TBou OEACTBUS: BbICTYNWUTL NPOTMB NpecrefoBaTens, nokasatb emy,
4YTO ero AenCTBMSI OLiEHMBAIOTCSA HEraTMBHO, NOAAEpPKaTb XKEePTBY, KOTOPOM HyXKHA Ncuxonormyeckasi MOMOLLb,
COO6LLMTb B3POCNbIM O (hakTe arpecCMBHOIO NoBeaeHNs B CETU.

MobunbHbI TenedoH

CoBpeMeHHble cMapToHbl 1M MnaHWeThl cogepxat B cebe BMONHe B3poCnbii PyHKLUOHAM, U Tenepb OHU
MOTyT KOHKYpPMpOBaTb CO CTauuoHapHbiMU KomnbioTepamn. OpHako, cpefcTB 3awuTbl Ans NoAo6HbIX
YCTPOWCTB MOKa O4eHb Marno. TecTupoBaHne 1 NOUCK YyA3BUMOCTEN B HUX MPOUCXOAMUT HE Tak MHTEHCUBHO, Kak
ansa MK, To e camoe kacaeTcst U MOBUINBbHLIX NPUNOXEHWIA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yxKe NPakTUYECKU AOrHanM HacTONbHbIE aHanorM, OAHaKoO paclunpeHne
dyHKLUMOHana BreyveT 3a coboi 6OMbLUYO CMOXHOCTb M MEHbLUYIO 3aLLULLIEHHOCTb.

,D,aneKo He BCe npou3sBoauTesnin BbinyCcKatoT 06HOBJ'IeHI/IFI, 3aKpbiBaloLWne KpUTn4eckme ya3sBMmMoCcTu Ansa cBoUxX
YCTPONUCTB.

OcHoBHble coBeTbl Anst 6e3onacHoCcTn MOOUNbHOro TenedoHa:

1. Huyero He siBnsieTca no-HacTtosiwemy OGecnnaTtHbiM. Byab ocTopoxeH, Bedb korga Tebe npeanaratoT
OecnnaTHbIN KOHTEHT, B HEM MOTIyT ObITb CKpbITbl KaKne-To nnaTHble YCIyTru;

2. Oymain, npexge 4yeM otnpaButb SMS, doTo mnm Buaeo. Tbl TOYHO 3Haelb, rae OHW OyaoyT B KOHEYHOM
ntore?

3. Heob6xoammo o6HOBMSATL ONepaunoHHY0 CUCTEMY TBOEro cMapTdoHa;
4. Vicnonb3yn aHTUBMPYCHbIE NPOrpaMMbl anst MOOUIbHbLIX TeNedOoHOB;

5. He 3arpyxan npunoxeHust OT HEU3BECTHOIO WCTOYHUKA, Bedb OHW MOryT coAdepxaTb BpegoHOCHOe
nporpaMMHoe obecneyeHme;

6. Mocne Toro kak Tbl BbIRAELLb C CanTa, rAe BBOAMM NIMYHY0 MHAOpMaLMio, 3anan B HAacTponkn bGpaysepa m
yaanu cookies;

7. MNepvopunyeckn NPoBeEPAN Kakue NnaTHble YCNyr akTUBUMPOBaHbI HA TBOEM HOMEPE;
8. [laBai cBO HOMep MOBUNBHOIO TenedoHa TOMbKO MOASM, KOTOPLIX Tbl 3HAELb N KOMY OOBEpPSELLb;
9. Bluetooth gomkeH ObITb BbIKIIOYEH, KOrAa Thl UM He Nonb3yellbesi. He 3abbiBaii MHOrAa NpoBeEPsATL 3TO.

Online nrpbl



CoBpeMeHHbIe OHMaWH-Urpbl - 3TO KpacoyHble, 3axBaTbiBaloLiMe pasBreYeHns, 0GbeanHSIoLMe COTHN ThiCaY
yenosek Mo Bcemy Mupy. Mrpoku nccneaytoT AaHHbIN UM MUp, OBLLA0TCS APYr C APYroM, BbIMOSIHSAIOT 3aaaHus,
cpaXkatoTCsl ¢ MOHCTpaMU 1 MOnyyaloT OnbiT. 3a YAOBOSILCTBME OHM NNATAT: MOKyNaloT AUCK, onnadvBatoT
aboHEMEHT Unu NprMoGpeTaloT Kakue-To ONuUMM.

Bce aTM cpeactea mayT Ha nogdepXaHue M pasBATME UMpbl, a Takke Ha camy 6e30nacHoCTb:
COBEPLLUEHCTBYIOTCA CUCTEMbl aBTOpPWU3aLMK, BbIMYCKAOTCS HOBble MatyM (UMGpPOBblE 3annaTkM Ans
nporpamm), 3aKpbiBalOTCS YS3BMMOCTM CEPBEPOB.

B nopobHbix nrpax CToumTt onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXu TBOEro napond, Ha
KOTOpPOM OCHOBaHa CcuctemMma aBTopusauunun 6onblwmMHCcTBa nrp.

OcHOBHbIe COBETbI N0 6€30MacHOCTM TBOErO UFPOBOIO akKayHTa:
1. Ecnn gpyrow urpok BegeTt cebs nnoxo nnm cosgaeT Tebe HenpuaTHOCTU, 3abNOKMPYIN ero B CNCKE UIPOKOB;

2. |-|O>KaJ'Iyl7ICF| agMUHUCTpPaTopamM Urpbl Ha NyioxXoe noBeaeHmne 3Toro Urpoka, >XernatesibHO NPUIoXnTtb Kakue-
TO AOKa3aTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4yHyo nHgopmaumio B npodanne urpsbl;

4. YBaxan Apyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnueam HeomumanbHble Natyn n Moael;

6. Vicnonb3yn cnoxHble U pasHble naponu;

7. Oaxe BO BpeMs Urpbl HE CTOUT OTKMOYaTb aHTMBMPYC. [1oka Tbl Mrpaellb, TBOW KOMMbLIOTEP MOFYT 3apasuTb.
PULLIMHF MNK KpaxXka NNYHBIX AaHHbIX

O6bl4HOM Kpa)KEVI AeHer n OOKYMEHTOB CerogHda YyXe HWUKOro He yameBullb, HO C pas3BUTUEM WUHTEpPHEeT-
TEXHONOornm 3N10YMbILUNEHHUKN nepeMeCcTUiminCb B UHTEPHET, N NPOAOITKAaT 3aHUMAaTbCA «JOOMMBbIMY Oernom.

Tak nosiBuNacb HoBasi yrposa: WMHTEPHET-MOLUEHHMYECTBA MM QULLNHT, FNaBHasa Lefb KOTOPOro COCTOUT B
nonyyeHun KoHduaeHuuanbHbIX AaHHbIX NONb3oBaTenen — JOrMHOB M naponen. Ha aHrmunckom asbike
phishing untaetcs kak pumwmHr (ot fishing — pbIbHas noens, password — naponb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBouMm aKKayHTOM. Ecnun TbI nogo3peBaellb, YTO TBOA aHKeTa Obina B3noMaHa, To Heobxoanmo
3a6J'IOKVIpOBaTb ee n coobLwmnTb agMUHUCTpaTopam pecypca 00 3TOM KaK MOXHO CKopee,

2. icnonb3ayn 6e3onacHble Be6-canTbl, B TOM YUCIE, UHTEPHET-MarasmHoB 1 NMONCKOBbLIX CUCTEM;

3. Wcnonb3yn cnoxHele M pasHble naponu. Takum obpasom, ecnn Tebsa B3nomaroT, TO 3M0YMbILUNEHHUKN
nonyyart AOCTYM TOMbKO K OAHOMY TBOEMY NPOMUII0 B CETU, a HE KO BCEM,;

4. Ecnu Tebs B3nomanu, To HeobxoanMo npeaynpeanTb BCeX CBOUX 3HaKOMbIX, KOTopble AobaBneHbl y Tebs B
OpYy3bsiX, O TOM, 4YTO TeOSA B3NOManu 1, BO3MOXHO, OT TBOErO UMEHM ByaeT pacchbinatbCsl cnam U CChINkM Ha
(PULLIMHIOBbIE CaNThI;

5. YcTtaHoBu HagexHbin naporb (PIN) Ha MOGUNbHLIN TenedoH;
6. OTknoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBa annbl U gpyrue BNOXeHUs B NMUCbMax Aaxke eCriv OHU MpULLnuM OT TBOUX Apy3en. Jlydwe
YTOYHU Y HUX, OTNPAaBAANY fn oHu Tebe aTn dainnbl.

Lindposas penytaums

LindbpoBasn penyTtaums - 3To HeratMBHas Unv No3uTMBHas MHGOpMauus B cetu o Tebe. KomnpomeTtupytowas
WMHOPMaLMA pa3meLleHHas B MHTEPHETE MOXET Cepbe3HbiM 06pa3om O0TpasnTbCs Ha TBOEWN peanbHOW XU3HW.
«Umndposas penytaumsa» - 9To TBOM UMUAXK, KOTOPbIN hopmmupyeTcsa n3 uHdopmaummn o tebe B MHTEpHeTE.

TBOE MECTO XUTenbCTBa, yqe6b|, TBO€E (*)VIHaHCOBoe nonoxeHuwe, ocobeHHOCTH Xapaktepa U pacckasbl O
Onmn3Kunx - Bce 9TO HaKanIMBaeTCsi B CETWU.

MHorve NoapOCTKN NErkOMbICIIEHHO OTHOCATCA K MyBrnmKaLmmy NMYHoM MHpopmaLuum B MIHTepHeTe, He NoHUMas
BO3MOXHbIX MOCMNEACTBUIA. Thl Aaxe HEe CMOXeLlb AoraaaTbCs O TOM, YTO dpoTorpadus, pasmelleHHas 5 net
Ha3ag, cTana nNpu4HoN oTKasa NPUHATL Tebs Ha pa6oTy.



KommeHTapuu, pasmMelleHe TBonx dpotorpadmin n gpyrme OencTBUst MOryT He MCYE3HYTb Aaxe nocrne Toro,
KaK Tbl UX yaanuib. Tbl HE 3HaeLb, KTO COXpaHun 3Ty nHdopmauuio, nornarsa fiv oHa B NOUCKOBbIE CUCTEMBI U
coxpaHunacb fnv oHa, a rnmaBHoe: YTO NoAgyMmaloT 0 Tebe oKpyxatoLee foau, KoTopble HauayT 1 yBUAOSAT 3TO.
Hantn nHcdopmaumio MHOro neT CnycTs CMOXeT Moboi - kak M3 AoOpbIx NOBYXAEHWI, Tak U C HAMEPEHMEM
NPUYMHUTL Bped. OTO MOXET ObITb KTO YrogHo.

OcHOBHbIe COBETbI N0 3almTe LUMdpPOBOM penyTaLum:
1. MNogyman, npexge Yyem 4TO-TO NybnunkoBaTth 1 NepenasaTth y cebs B 6rore unu B coumansHon ceTu;

2. B HacTpoikax npouns ycTaHoBU OrpaHUYeHnst Ha MPOCMOTP TBOEro NpPoduIs 1 ero CoAepPXUMoro, caenai
€ro TOMbKO «ANsA ApYy3en»;

3. He pasmeLluan n He ykasbiBa MHOPMaLNIO, KOTOpasi MOXET KOro-nnbo ockopbnaTb unm obuxaTb.
ABTOpCKOE NpaBo

CoBpeMeHHbIe LLIKOMbHUKU- aKTUBHblE MOSb30BaTenu umMdpoBOro npocTpaHcTBa. OAHako garneko He Bce
3HaKT, YTO MOMb30BaHWE MHOMMMU BO3MOXHOCTAMM LMdpoBoro mupa TpebyeT cobniofeHusi npaB Ha
WHTENNEeKTyanbHyl COBCTBEHHOCTb.

TepMUH «UHTenneKkTyanbHas COOBCTBEHHOCTb» OTHOCUTCS K PasfMYHbIM TBOPEHMSIM YeroBEeYEecKoro yma,
HauMHas C HOBbIX M30OpPETEeHM M 3HAKoB, 0OO3HauYaOLWMX COOCTBEHHOCTb Ha MNPOAYKTbI W ycryrn , u
3aKkaH4MBasi kHMramu, otorpadusimMmn, KUHOMUNbMaMn U My3blKanbHbEIMU NPOU3BEAEHNSMU.

ABTOpCKUWE NnpaBa - 3TO NpaBa Ha UHTENNeKTyanbHyl COGCTBEHHOCTL HA NPOU3BEAEHNUS Hayku, MUTepaTypbl U
nckyccTBa. ABTOPCKME MpaBa BbICTYNalOT B KAYECTBE rapaHTUM TOro, YTO MHTEMNEKTYarbHbIN/TBOPYECKUA TPYL
aBTopa He OydeT HampacHbIM, JacT emy CrpaBeffivBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro
TPyAa, nonyYnTb U3BECTHOCTb M Mpu3HaHue. HukTo Ges3 paspelueHuss aBTopa He MOXET BOCMPOU3BOAUTL €0
npovsBedeHne, pacrnpocTpaHaTb, MyOrNMYHO OEMOHCTPUpPOBaTb, MNpoAaBaTtb, WMMNOPTUPOBATbL, MyckaTb B
npokat, Ny6rMYyHO UCMONHATbL, NOKA3bIBATL/UCNONHATL B 3chupe unv pasmellats B MIHTepHeTe.

Mcnonb3oBaHue «NMpaTCcKoro» NporpaMmMHoOro obecrneyvyeHnss MOXeT MPUBECTU K MHOMMM puUcCKam: OT MoTepu
OaHHbIX K TBOMM akkayHTam [0 OnOKMpOBKM TBOEro YCTPOWCTBA, A€ YCTAHOBIMEHHbLIA He feranbHas
nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYET NeranbHble U GecnnartHble NporpaMmbl, KOTOpble
MOXHO HalTu B CeTU.

O nopTtane

CETeBI/I'«IOK.p(.b - TBOW MaBHbIA COBETYMK B CETU. 34eChb Tbl MOXELLb Yy3HaTb O 6e30nacHOCTN B CETU MOHATHLIM
N OOCTYMHbIM A3bIKOM, @ NMpU BO3HMKHOBEHUU KpVITVI‘-IGCKOI?I cutyauumn 06paTI/ITbCF| 3a coBeToM. A Takxke
NPUHATL y4acTue B KOHKypCaxX 1 CTaTb CaMbiM LI,I/I(*)pOBbIM Fpa)K,El,aHVIHOM!

Mpunoxexune Ne 3

MamaTka ana poautenen o6 nHpopmaunMoHHoOn 6e3onacHOCTU AeTen

Onpepgenenne TepMuHa «MHGOpMaumoHHas 6esonacHocTb geTen» cogepxutcs B PenepanbHom 3akoHe Ne
436-93«0 3awmuTe geten oT nHoOpMaLun, NPUUMHAIOLWEN Bped UX 340POBbI0 U PasBUTUIO», PEryMpYOLLNM
OTHOLLEHWNS, CBSI3aHHbIE C 3alMTON [eTel OT MHopMaLMu, NPUUMHAKLLEN Bped WX 340pOBbH M (Unn)
pa3suTuio. CornacHo JaHHOMY  3aKOHYy «MH(popMauMoHHas 6e3onacHoCTb JdeTe» - 3TO  COCTOsIHUE
3aLUNLLEHHOCTN, MpPUM KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHbI C MpUYMHEHMEM UWHdopMaumeln Bpeaa
MX 300POBbLI0 U (UNN) PUINYECKOMY, NCUXUYECKOMY, JYXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepansHoro 3akoHa Ne 436-®3 nHdopmaumeinn, NpuianHsoLwen spes 300poBb0 U (UNK) pasBUTUIO
aetewn, aBnseTcs:

1. MHcpopMaLms, 3anpelLeHHas AN pacnpocTpaHeHUs cpeamn aeTen;

2. uvHdopmaumsa, pacnpocTpaHeHWe KOTOpPOW OrpaHW4YeHo cpean AeTert onpefdeneHHblX BO3PacTHbIX
KaTeropumn.

3. K nHopmauum, 3anpeLleHHon ons pacnpocTpaHeHUs cpean AeTen, OTHOCUTCS:

4. nHpopmaums, nobyxaatowasa AeTen K COBEPLUEHMIO AENCTBUIN, NPeaCcTaBNSALWMX Yrpo3y UX XU3HU U (Mnn)
300pOBbHO, B T.4. MPUYMHEHUNIO BPEAa CBOEMY 300POBbLI0, CAaMOYOUICTBY;

5. cnocobHOCTb BbI3BaTb y aeTen xenaHue yI'IOTpe6VITb HapKOTU4YeCKne cpenctea, NCUXOTPOMHbIE U (VIJ'IVI)
oaypMaHuBawLllne BellecTBa, TabayHble nsgenus, alnKoronibHyr0 1 cnmptocogepxallyr npoaykuuto, nmeo n
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HaMMTKn, n3rotaeBiiMBaemMblie Ha ero oCHoBe; NPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA I'IpOCTMTyu,I/IeVI,
6pO,D,F|>KHVI‘-IeCTBOM mnnm FIOI'IpOUJaﬁHVIHeCTBOM;

6. obocHoBbIBaKOLLAs MW onpaBgbiBatoLLast 4ONYCTUMOCTb HacuUnua u (Mnu) Xectokoctn nNMbo nobyxaatoas
OCYLLIECTBIATb HACUITbCTBEHHbIE AEACTBUS MO OTHOLLEHWUIO K JIIOAAM U XKUBOTHbLIM;

7. oTpuuatoLllas cemeliHble LEHHOCTU M (hopMUpYIOLLAasl HeyBaXeHWe K poauTensm u (Mnuv) Apyrum YneHam
cembM;

8. onpaBpplBatoLlasi NPOTUBOMNPaBHOE NOBEAEHNE;

9. cogepxallas HeLeH3ypHyto bpaHb;

10. cogepxawas nHdopMaumo NnopHorpadryeckoro xapakrepa.

K nHdbopmaumm, pacnpocTpaHeHne KOTOPOW orpaHMYeHo cpeav AeTeln onpeaeneHHoro Bo3pacTa, OTHOCKTCS:

1. vHdopmauus, npeacraengemasi B BUAE M300paKeHUss UM ONUCAHWUS XKECTOKOCTU, dmamyeckoro u (mnwm)
NCUXMUYECKOro HACUNNS, NPECTYNMEHUS UIN MHOTO aHTMOBLLLECTBEHHOTO AENCTBUS;

2. BbI3blBalOWaAsa y [eTer cTpax, YKac Wnu MNaHuky, B T.4. NpeAcTaBnsiemMasl B BUAE M300paxeHus wnu
ONMCaHUSA B YHWXalOLLEN 4YenoBeyeckoe AOCTOMHCTBO (DOPME HEHaCWUNbCTBEHHOW CMepTu, 3aboneBaHus,
caMoybuicTBa, HECHACTHOrO Cryyasl, aBapum unu katactTpodbl 1 (UNK) X NOCNeaCcTBUN;

3. npefacrtaeBnseMas B BUMAE W300paXeHWss UMM ONMCAHMS MOJMOBbIX OTHOLUEHUA MEXAY MYXYMHON W
YKEHLLMHOM;

4. cofepxallast GpaHHble CroBa U BbIpaXXeHWsl, He OTHOCALLMECS K HeLleH3ypHOW BpaHu.

C yyetom 3toro Bam npegnaratotcs npaBuna paboTbl B ceTu VHTepHeT ans pasnuuHbiX BO3PaCTHbIX
KaTeropumn, cobnogeHne KoTopbix NO3BONUT obecrneunTb MHpopMaumoHHyto 6e3onacHoCTb BallMxX AeTeNn.

O6wme npaBuna onsa poantenen

1. HesaBncumo oT Bo3pacTta pebeHka ucnonb3yiiTe nporpammHoe oGecnedeHne, nomoraroee unbTpoBaTh U
KOHTPONMPOBaTb MHGOPMaLMI0, HO He nonaraiTecb MOMHOCTbIO Ha Hero. Balwle BHUMaHWe Kk pebeHky -
rNaBHblii METOZ 3aLUUThI.

2. Ecnn Baw pebeHOK UMeeT akkayHT Ha OOHOM U3 couumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru 1 T.n.), BHMMaTEnNbHO W3y4nTe, Kakyld WHOPMaUMIO MOMELLalT €ero Y4acTHUKUW B CBOWUX
npodunax u 6norax, Bkrdast gotorpadum 1 BUGeO.

3. MNpoBepbTe, C KaKUMKU SpYrMMy canTamm CBA3aH coumanbHbli cepuc Bawero pebeHka. CtpaHuykun Balwero
pebeHka moryT 6biTb 6e30macHbIMK, HO MOTYT U CcoAepXKaTb CCbIIKM Ha HeXenaTenbHble U OnacHble CanThbl
(Hanpumep, NOpHOCAWT, NN CalT, HAa KOTOPOM APYr yNOMWHaeT HOMep COToBOro TenedoHa Bawero pebeHka
unu Baw gomalwHmii agpec)

4. MoowpsnTte Bawwnx geten coobwate 060 BCEM CTPaHHOM WM OTTaNKUBAKOLWMUM U HE CAULLKOM OCTPO
pearupyite, Korga OHM 3TO genawT (M3-3a onaceHust NoTepsTb AOCTyn K VIHTEpHeTy OeTu He ToBOpsiT
poauTensM o npobnemax, a Takke MOryT HadaTb Mcnosb3oBaTh VIHTEPHET BHE JOMa U LLIKOSbI).

5. ByobTe B kypce ceTeBoOM xM3HN Bawero pebeHka. MIHTepecynTech, KTO nx Apy3bsa B VIHTEPHET Tak e, Kak
WHTepecyeTechb pearnbHbIMU APY3bSMU.

Bospact ot 7 oo 8 net

B WHTepHeTe pebGeHok cTapaeTcsi MOceTUTb Te€ WM WHble caiTbl, @ BO3MOXHO M 4aTbl, paspelleHve Ha
noceLleHe KOTOpPbIX OH He nonyuun bl oT poguTeneii. MoaTomMy poauTensam ocobGeHHO nonesHsl GyayT Te
OTYeTbl, KOTOpble MNPEeAOoCTaBMATCS MNporpaMmMaMu MO OrpaHWMYeHu0 UCMorb3oBaHus WHTepHeTa, T. e.
PoauTenbCkuii KOHTPOMb MK TO, YTO Bbl CMOXETE YBUAETH BO BPEMEHHLIX chaiinax. B pesynbTaTe, y peGeHka
He OyOeT OLyLleHUs, YTO 3a HWM BeOeTCs TOCTOSsIHHbIA KOHTPOMb, OAHaKo, poautenu 6yayT no-
npexHeMmy 3HaTb, Kakue cailTbl noceliaetT mx pebeHok. [leTu B [aHHOM Bo3pacTe o6nagalT CUIbHbIM
YYBCTBOM CEMbM, OHW [JOBEPYMBLI U HE COMHEBalOTCA B aBTopuTeTax. OHU MobBST UrpaTe B ceTEBblE UMpbl U
nyTewwecTsoBaTb MO VIHTEpHETY, WCMONb3ysi 3MEKTPOHHY MOYTy, 3axoAuMTb Ha caWTbl W 4YaTbl, He
peKOMEeH0BaHHbIE POAUTENSIMU.

CoBeTbl No 6e3onacHocTn B ceTu VIHTepHeT ans neten 7-8 net

1. Cospgante CNUCOK AOMALUHMX NpaBwui nocelleHuss MHTepHeTa npu ydactum neten u Tpebyinte ero
BbIMOMHEHUS.



2. TpebyiTe oT Bawero peGeHka cobniofeHns BPEMEHHbIX HOPM HaxOXOEHUst 3a KoMmmnbloTepoM. MokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HAM He MOTOMY YTO Bam 3To xoueTcs, a NoToMy YTo Bbl Gecnokontech o ero
6e3onacHOCTV U Bcerga rotoBbl EMY NMOMOYb.

3. KomnbloTep ¢ nogkntodeHnem k WMHTEpHeTY AOMmKeH HaxoauTbecsi B OOLlel KoMHaTe nop NpUCMOTPOM
poauTenen.

4. /icnonb3ynTe cneuunanbHble 4ETCKME MOMCKOBbLIE MALUUHBbI.

5. Vcnonb3ynTe cpeactBa OGNOKMPOBAHMSA HeXernaTenbHOro KOHTEHTAa KakK [AOMOfIHEHUEe K CTaHgapTHOMY
Poautenbckomy KOHTPOISIHO.

6. Cospgaiite cemMelrHbIN 3NEKTPOHHbBIN AWK, YTOObI HE NO3BONUTL AETAM UMETbL COOCTBEHHbIE agpeca.

7. EJ'IOKVIpyVITe [ocTyn K cavtam ¢ GecnnaTHbIMM MOYTOBBIMU SALMKAMW C MOMOLLBIO COOTBETCTBYHOLLEro
nporpaMmmMmHoOro obecneyeHus.

8. Mpuyunte peten coseToBaTbcsa ¢ Bamu nepen onybnvkoBaHMeM Kakon-nnbo MHopmaumu cpeacrsamm
3NEKTPOHHOM NOYThI, YaTOB, PErMCTPALUMOHHbBIX (hopM 1 Npodunen.

9. Hayuute geTten He 3arpyxaTtb dannbl, nporpaMmmMbl Unn My3biky 6e3 Baluero cornacus.
10. He paspeluaiite getam ncnonb3oBaTh Cry0bl MTHOBEHHOro 0OMeHa CooBLLEHUSIMM.

11. B «bGenbii» CNWCOK CaWTOB, pa3peLUeHHbIX Ans MOCELLEeHUsl, BHOCUTE TONbKO CalTbl C XOPOLUEN
penyTauuen.

12. He 3abbiBante 6ecenoBatb ¢ AeTbMu 06 Mx Apy3bax B VIHTepHeTe, kak ecnu Obl peyb wna o Apy3bsx B
peanbHON XNU3HM.

13. He penante «taby» M3 BONPOCOB MOSIOBON XM3HW, TaK kak B VIHTepHeTe 4eTn MOryT Nierko HaTKHYTbCA Ha
nopHorpadu1o nnm cantel «4nsi B3POCbIX».

14. MNpuyunTte Bawero pebeHka coobwaTtb BaMm O MoObIX yrpo3ax Mnu TpeBorax, CBsI3aHHbIX C VIHTepHeToMm.
OcTtaBanTecb CMNOKOWHLIMW W HANOMHUTE AeTAM, YTO OHM B 6e30MmacHOCTM, ecnu camu pacckasanu Bam O
cBouX TpeBorax. [loxsanute ux n NOCOBETYNTE NOAONTY eLle pa3 B NOAOOHbIX Cryvasx.

BospacTt getert ot 9 go 12 net

B paHHOM BO3pacTte AOeTu, KakK npaBuiio, YyXe HachblllaHbl O TOM, Kakad I/IH(.bOpMaLI,I/IFl cyulectesyeTt B
MHTepHeTe. COBepLIJeHHO HOpMarsibHO, YTO OHU XOTAT 3TO YyBUAOETb, NPOYeCTb, yChnbllWaTb. FIpM 3TOM HYXXHO
NOMHUTb, YTO AOCTYN K HeXenaTellbHbiIM MaTtepuanamMm MOXHO J1erko 336J'IOKI/IpOBaTb npun nomowin cpencTs
Poauteneckoro KOHTPOIA.

CoBeTbl No 6e3onacHocT Ansa geten ot 9 oo 12 netr

1. CospaiiTe CNUCOK OOMAaLUHMX MpaBumn nocelleHnss VIHTepHeT npu ydactum peter u Tpebyiite ero
BbINONHEHWS.

2. Tpebywite oT Bawwero pebeHka cobniogeHns HOpM HaXOXAEHUS 32 KOMMBIOTEPOM.

3. Habnwopavite 3a pebeHKoM Mpu paboTe 3a KOMMNbHTEPOM, MOKaXUTe emy, 4YTo Bbl Becnokoutecb O ero
6Ge30nacHOCTU 1 BCceraa roToBbl okasaTb €My NMOMOLLb.

4. KomnbloTep ¢ noakntodeHnem B WHTepHeT OofmkeH HaxoauTbcs B oOLLel koMHaTe nog NpPUCMOTPOM
poauTenen.

5. Wcnonb3yiiTe cpeacTtBa ONOKMPOBAHMS HEXeNaTenbHOro KOHTEHTA Kak [AOMOSIHEHME K CTaHOapTHOMY
PoavTtensckoMy KOHTPORHO.

6. He 3abbiBante npuvHuMaTb HEMOCPELCTBEHHOE yyacTue B XU3HU pebeHka GecepoBatb C AeTbMU 00 KX
apy3bsix B UHTepHeTe.

7. HactanBarite, 4ToObl A€TU HUKOTAA He cornallanucb Ha NMYHbIE BCTPEYM C ApY3bsMu Mo VIHTEpHETY.
8. MNo3BonsanTe geTaAM 3axoauTb TONbKO Ha canThbl U3 «6enoro» cnucka, KOTopbIA CO34aNTe BMECTE C HUMM.

9. MpuyunTe OeTel HUKOrOa He BblAaBaTb MUUHYIO MHAOPMAaLMIO CPEACTBAMM SMEKTPOHHOW MOYThI, YaToB.,
CMUCTEM MrHOBEHHOro o6GMeHa COOGLIEHUSIMUY, PErucTpauMoHHbIX (OOPM, NUYHBLIX Npodunern 1 npu
perucTpaumy Ha KoHKypchl B IHTepHeTe.



10. Mpuyuute feTeit He 3arpyxaTb nporpaMmbl 6e3 Bawero paspeleHusi. OGbACHUTE UM, YTO OHWU MOryT
CryyarHo 3arpy3uTb BUPYCbI UMW OpYroe HexenaTernbHOe NporpammHoe oGecneyeHme.

11. Cospaiite Bawemy pebeHKy orpaHMyeHHyo y4eTHY0 3anucb Ans paboTbl Ha KOMMNbIOTEPE.

12. MNpuyunTte Bawero pebeHka coobwatb Bam 0O MoBbIX yrpo3ax uMnv TpeBorax, CBsi3aHHbIX C VIHTepHeToMm.
HanomHuTe getsim, 4To OHM B 6€30NacHOCTU, ECNN CaMu pacckasarnv BaM O CBOMX TPEBOrax U onaceHusx.

13. PacckaxuTe getsm o nopHorpadum B iHTepHeTe.

14. HactauBanTe Ha ToMm, 4TOBbl AETVM NpenoCcTaBnNaAnM BaMm OOCTYN K CBOEWN SMEKTPOHHOM Mo4yTe, 4Tobbl Bbl
ybeannnck, 4To OHU He OOLWATCA C HE3HaKoOMLAMM.

15. OGbsICHUTE OETAM, YTO Henb3s UCMONb30BaTb CETb AMS XYNWraHcTBa, PacrnpoCTPaHEHUs ChNeTeH unu
yrpos.

Bospact geten ot 13 go 17 net

B 3Tom Bo3pacTe NoApOCTKM aKTUBHO WCMOMb3YHT MOUCKOBLIE MalUWHbI, MOMb3YHTCA 3MEKTPOHHON MOYTOMN,
cnyx6aMmm MrHoBeHHoro obmMeHa coobLLeHMsAMM, cKaumBatloT My3blky ¥ dunbMbl. ManbumMkam B 3TOM Bo3pacTe
Bonblue Mo HpaBy cMmeTaTb BCE OrPaHUYEHUs], OHW XaxayT rpy6oro tomopa, asapTHbIX WP, KApTUHOK «Ans
B3poCnbIX». [JeBOoYkM NpeanoymTaloT obLatbcs B 4aTax, NpyM 3TOM OHM ropasfo 6onee 4yBCTBUTENbHbI K
ceKcyarnbHbIM JoMoraTenbCcTBaM B VIHTepHeTe.

3avacTylo B AaHHOM BO3pacTe poaUTENsiM YXe BeCbMa CITIOXXHO KOHTPONMpoBaTb CBOWMX AETeW, Tak Kak ob
MHTepHeTe OHM yxKe 3HAOT 3HaYMTEeNbHO Gonblue CBOMX poguTenen. TemM He MeHee, He OThyckanTe AeTen B
«cBobogHoe nnaeaHme» no NHTepHeTy. CTapanTech akTUBHO y4acTBOBaTb B 06LeHUn pebeHka B IHTepHeTe.

BaxHO no-npexHemy cTporo cobntogate npasuna VMHTepHeT-6e30nacHOCTH -cornalleHne mexagy poautensamm
n getbMu. Kpome TOro, HEOOXOAMMO Kak MOXHO Yalle npocmaTpuBaTb OTYeTbl O AesTerlbHOCTM AeTeit B
NHTepHeTe. CneagyeT 06patuTb BHMMaHWE HA HEOOXOAUMOCTb COAEPXKaHUSA POAUTENLCKUX Naponewn (naponew
agMUHVCTPATOPOB) B CTPOrOM CEKpEeTE U 00paTUTb BHUMAHWE Ha CTPOrOCTb 3TUX NApPONen.

CoseTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Cosparite cCnUCOK AOMalLUHMX NpaBui nocewleHus WHTepHeTa npu yvacTum MNOAPOCTKOB U TpebynTe
©e3ycnoBHoro ero BbinonHeHunsi. ObroBopuTe ¢ PeOEHKOM CMUCOK 3anpeLLleHHbIX CanToOB (KYEPHbIA CMIMCOK»),
yacbl paboTbl B VIHTEpHETE, pyKOBOACTBO MO 06LeHuto B VIHTepHeTe (B TOM Yncne B yaTax).

2. KoMnbloTep ¢ NogkntioYeHnemM Kk ceTn VIHTEpHET OOMmKeH HaxoanTbes B 00LLE KOMHaTe.

3. He 3abbiBaiiTe 6ecenoBaTh ¢ AeTbMK 06 UX Apy3bsax B VIHTepHETE, 0 TOM, YEM OHU 3aHATLI Takum obpasom,
OyaTo peyvb MAeT O Apy3bsX B peanbHOM Xu3HW. ChpalumBante o Noasx, ¢ KOTopbIMU AeTn obLiatoTcs
nocpeacTBoM Cny06 MrHOBEHHOrO 06MeHa coobLLeHMAMK, YTOObI yBeanTbes, YTO 3TU NI0AN UM 3HAKOMBI.

4, MCI'IOJ'IbSyVITe cpeacTea 6J'IOKVIpOBaHVI$| HeXenaTenbHOro KOHTEeHTa Kak AOonoJiHeHune K CTaH4apTHOMY
POJJ,I/ITeJ'IbCKOMy KOHTPOIIO.

5. Heo6xoamMmo 3HaTb, KakuMu Yatamm nonb3yrTCA Bawwu getn. |_|OOLIJ,pﬂl7ITe ncnonb3oBaHne MmoaepupyemMbix
YaToB W HacTamBanTe, YToObl AeTh He obwanuck B NPpMBaTHOM pexunme.

6. HactanBarite Ha TOM, 4TOObI AETU HMKOTAA HE BCTPEYAnUCh JIMYHO C ApY3bsiMU U3 ceTu VIHTepHeT.

7. MpuyunTe OeTeit He BblOAaBaTb CBOK JIUYHYK MHAOPMALMIO CPeAcTBaMM 3MEKTPOHHOM MOYThI, YaToB,
CUCTEM MrHOBEHHOrO OOMEeHa COOBLLEHUSIMU, PEerucTpauMoHHbIX (POPM, NWUYHLIX npodwnen u  npu
permcTpaumm Ha KOHKypchl B MIHTepHeTe.

8. lMpuyunte geTen He 3arpyxaTtb nporpaMmmbl 6e3 Bawero paspewweHnsi. OOBbSACHUTE UM, YTO OHW MOTYT
CMy4yalnHO 3arpy3uTb BUPYCbl UK APYroe HexenaTtensHoe NporpaMMHoe obecneveHme.

9. MNpuyunte Bawero pebeHka coobuwiaTe BaM O NOBbIX yrpo3ax Mnv TpeBorax, CBA3aHHbIX ¢ VHTepHeTOM.
HanomHuTe geTsiM, 4To OHM B Ge3onacHOCTW, eCnu camu pacckasanu Bam, O CBOMX Yrpo3ax Wnu TpeBorax.
MoxBanuTe UX 1 NOCOBETYWTE NOJONTU eLle pa3 B NOAOOHbIX Criyyasix.

10. Pacckaxute getsam o nopHorpadum B WHTepHeTe. lNomorMte um 3awmtuTbCcs OT criama. Haydute
NoApoCTKOB He BbidaBaTb B MHTepHeTe CBOero pearnbHOro 3feKTPOHHOrO agpeca, He oTBevyaTb Ha
HexenaTenbHble NMCbMa U NCMOoNb30BaTb CneumanbHble NoYTOBbIEe (PUNBLTPHLI.

11. MpuyuunTte cebs 3HAKOMUTLCA C calnTaMu, KOTOpbIe NoceLLaoT NOAPOCTKY.



12. HaquTe neten yBaXaTb OPYrnx B MHTEPHEeTE. Y0epuTtecb, 4TO OHW 3HAKT O TOM, YTO npasuna xopowlero
noseaeHus ﬂ,eVICTBy}OT Be3ne — Aaxe B BUpTyanibHOM Mupe.

13. OObAcHMTE [eTaAM, 4YTO HM B KOEM cryyae Henb3s ucnonb3oBaTb CeTb AN XynuraHcTea,
pacnpocTpaHeHust cnreTeH UNn yrpo3 Apyrum NoasM.

14. Obcygute ¢ nogpocTkamy Npobrembl CETEBbIX a3apTHbLIX UMP U UX BO3MOXHbIA pUck. HanomHuTe, 4To AeTtn
He MOryT urpaTb B 3TU UrPbl COrMacHO 3aKOHY.

lMocTOsIHHO KOHTpoNupynTe ucnomnb3oBaHue NHTepHeta Bawum pebeHkom! 3To He HapyllueHue ero NIMYHOro
NPOCTPaHCTBa, a Mepa NPeaoCTOPOXHOCTM U NposiBNeHne Baluen poauTenbCckon OTBETCTBEHHOCTM U 3a60ThI.

CkavaTb

[MTucemo Munob6pHayku Pocenu oT 14.05.2018 N2 08-1184

O nanpassieHnUu UHGOPMAITUU

© Marepuan uz CripaBouHOU cucTeMbl «OOpa3oBaHUE».
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